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 Networked Control Systems (NCS) are spatially distributed systems 
where the communication among plants, sensors, actuators and 
controllers occurs in a shared communication network 

 At present, most of the results concerning NCS focus on stability and 
stabilizability problems 

 Results available in the literature vary depending on the class of 
systems considered (linear  vs. nonlinear), controllers synthesized 
(continuous vs. digital), and assumptions on the network non-idealities 
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Symbolic Control Design of Nonlinear Networked 
Control Systems 

– Mathematical model of nonlinear NCS 

– Symbolic models for stable and unstable NCS 

– Symbolic control design of NCS 

– Efficient control design algorithms 
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Plant P ZoH Sensor 

Controller 

NETWORK 

 

𝒕𝟐𝒌+𝟏 

𝒕𝟐𝒌 

𝒖 𝒔𝝉 + 𝒕 = 𝒖 𝒔𝝉 , 
𝒕 ∈ [𝟎, 𝝉[, 𝒔 ∈ ℕ𝟎 

𝒚 𝒔𝝉 + 𝒕 = 𝒚 𝒔𝝉 = 𝒙 𝒔𝝉 ,  
𝒕 ∈ [𝟎, 𝝉[, 𝒔 ∈ ℕ𝟎  

𝒙 = 𝒇(𝒙 𝒕 , 𝒖 𝒕 )

𝒙 ∈ 𝑿 ⊆ ℝ𝒏

𝒙(𝟎) ∈ 𝑿𝟎 ⊆ 𝑿

𝒖 ∈ 𝑼 ⊆ ℝ𝒎

 

𝒖(𝒕) 𝒙(𝒕) 𝒚(𝒕) 

𝑪: [𝑿]𝝁𝒙⟶ [𝑼]𝝁𝒖 
𝒖𝒌+𝟏 

𝝁𝒖 

𝝁𝒙  

𝒚𝒌 

𝚫𝒔𝒄 𝚫𝒄𝒂 

  Networked control systems: Our model 
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Networked Control Systems (NCS) 

Network non-idealities: quantization, packet drops, variable delays 
(e.g. [Andersson, IEEE-CDC-05], [Antsaklis, IEEE-TAC-04],  
[Heemels, IEEE-TAC-10], [Hespanha, Proc. IEEE-07], [Murray, SMTNS-06]) 
Network and computing non-idealities in our model: 
 Quantization errors 
 Bounded time-varying network access times 
 Bounded time-varying communication delays induced by the network 
 Bounded time-varying computation time of computing units 
 Limited bandwidth 
 Bounded packet losses 
 

  Networked control systems: Our model 

Network Plant System  Controller 
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… a three-step process: 
 
1. Construct the finite/symbolic model T of the plant system  
2. Design a finite/symbolic controller C that solves the specification S for T 
3. Refine the controller C to obtain controller C’ for  

 
 
 
 
 
 
 
 

  Correct-by-design controller synthesis 
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Nonlinear Networked control systems as LTSs 
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Nonlinear Networked control systems as LTSs 
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Nonlinear Networked control systems as LTSs 
 

(x(0),x(),x(2),x(3))  (x(4),x(5),x(6),x(7),x(8),x(9))    (N2=6)  

 

(x(0),x(),x(2),x(3))  (x(4),x(5),x(6),x(7))     (N2=4) 

 

(x(0),x(),x(2),x(3))  (x(4),x(5),x(6),x(7),x(8))    (N2=5) 
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Given a NCS Σ define the LTS 
 
𝑇 Σ = (𝑄𝜏 , 𝑄0,𝜏, 𝐿𝜏,⟶𝜏, 𝑂𝜏, 𝐻𝜏) where: 
 

 𝑄𝜏 ⊆ 𝑄0 ∪ 𝑄𝑒  where 𝑄𝑒 ≔  𝑄𝑁𝑁𝑚𝑎𝑥
𝑁=𝑁𝑚𝑖𝑛

 and for any 𝑞 = (𝑥1, 𝑥2, … , 𝑥𝑁) ∈ 𝑄𝑁 , 𝑥𝑖+1 =

𝒙(𝜏, 𝑥𝑖 , 𝑢
−) , 𝑖 ∈ [1;𝑁 − 2], and 𝑥𝑁 = 𝒙(𝜏, 𝑥𝑁−1 , 𝑢

+) for some control inputs 𝑢−, 𝑢+  
 𝑄0,𝜏= 𝑄0 
 𝐿𝜏= [𝑈]𝜇𝑈 
  𝑞1 𝜏  𝑞2 where, for some 𝑁1, 𝑁2 ∈ [𝑁𝑚𝑖𝑛; 𝑁𝑚𝑎𝑥] 
           𝑥𝑖+1

1 = 𝒙(𝜏, 𝑥𝑖
1, 𝑢1

−), 𝑖 ∈ [1;𝑁1 − 2] 
           𝑥𝑁

1 = 𝒙(𝜏, 𝑥𝑁1−1
1 , 𝑢1

+) 
           𝑥𝑖+1

2 = 𝒙(𝜏, 𝑥𝑖
2, 𝑢2

−), 𝑖 ∈ [1; 𝑁2 − 2] 
           𝑥𝑁

2 = 𝒙 𝜏, 𝑥𝑁2−1
2 , 𝑢2

+  
           𝑢2

− = 𝑢1
+ 

           𝑢2
+ = 𝑢 

           𝑥1
2 = 𝒙(𝜏, 𝑥𝑁1

1 , 𝑢2
−) 

 𝑂𝜏=𝑋𝜏 
 𝐻𝜏 is the identity function 
 

  

   Dealing with heterogeneity 
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1 = 𝒙(𝜏, 𝑥𝑖
1, 𝑢1

−), 𝑖 ∈ [1;𝑁1 − 2] 
          𝑥𝑁

1 = 𝒙(𝜏, 𝑥𝑁1−1
1 , 𝑢1
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2 = 𝒙(𝜏, 𝑥𝑖
2, 𝑢2
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          𝑢2
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T Σ  collects all the information of the NCS Σ available at the sensor, 
but it is not a symbolic model. We therefore propose a symbolic 
model by quantizing the state space X of the plant P 
 
 
 
 
 
 
 
 
 
 
 
 
 

Given x  X let [x]𝜇𝑋  [𝑋]𝜇𝑋  be such that || x - [x]𝜇𝑋  ||  𝜇𝑋 

Construction of symbolic models 

X 

2𝜇𝑥 

  Symbolic models for NCS 
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Define the system T*(Σ) = (𝑄∗, 𝑄0,∗, 𝐿∗,⟶∗, 𝑂∗, 𝐻∗) where: 
 

 𝑄∗ ⊆ [𝑄0 ∪ 𝑄𝑒]𝜇𝑥  s.t. for any 𝑞∗ = 𝑥1
∗, 𝑥2

∗, … , 𝑥𝑁
∗ ∈ 𝑄∗, 𝑥𝑖+1

∗ = [𝒙(𝜏, 𝑥𝑖
∗, 𝑢∗

−)]𝜇𝑥  , 
𝑖 ∈ [1;𝑁 − 2], and 𝑥𝑁

∗ = [𝒙(𝜏, 𝑥𝑁−1
∗ , 𝑢∗

+)]𝜇𝑥  for some 𝑢∗
−, 𝑢∗

+  

 𝑄0,∗= [𝑋0]𝜇𝑥   

 𝐿∗= [𝑈]𝜇𝑢  

 𝑞1 ⟶∗
𝑢∗  𝑞2 where, for some 𝑁1, 𝑁2 

        𝑥𝑖+1
1 = [𝒙(𝜏, 𝑥𝑖

1, 𝑢1
−)]𝜇𝑥  , 𝑖 ∈ 1; 𝑁 − 2  

        𝑥𝑁
1 = [𝒙(𝜏, 𝑥𝑁1−1

1 , 𝑢1
+)]𝜇𝑥  

        𝑥𝑖+1
2 = [𝒙(𝜏, 𝑥𝑖

2, 𝑢2
−)]𝜇𝑥  , 𝑖 ∈ [1; 𝑁 − 2] 

        𝑥𝑁
2 = [𝒙(𝜏, 𝑥𝑁2−1

2 , 𝑢2
+)]𝜇𝑥  

        𝑢2
− = 𝑢1

+ 

        𝑢2
+ = 𝑢∗ 

        𝑥1
2 = [𝒙(𝜏, 𝑥𝑁1

1 , 𝑢2
−)]𝜇𝑥  

 𝑂∗=𝑋𝜏 
 𝐻∗ is the identity function 

By construction 𝑆∗ 𝛴  is a symbolic model! 
 

 
 

 

symbolic model 

  Symbolic models for NCS 
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Def [Angeli, IEEE-TAC-2002] 
Given a nonlinear control system x = f(x, u), a smooth function 
 

V: ℝ𝑛 x ℝ𝑛  ℝ0
+ 

 
is said to be a -GAS Lyapunov function for P if there exist λ ℝ+ and K  
functions 1, 2 such that, for any x1, x2   ℝ𝑛  and any u  U 
 

1) 1(|| x1 - x2 ||)  V(x1,x2)  2 (|| x1 - x2 ||) ; 
 

2)   
𝜕V

𝜕x1
f x1, u +

𝜕V

𝜕x2
f(x2, 𝑢)  -λV(x1,x2).       

 
Theorem [Angeli, IEEE-TAC-2002] 
A nonlinear control system x = f(x, u) is -GAS if it admits a -GAS Lyapunov  
function 
 

Incremental global asymptotical stability notion   Symbolic models for NCS 
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Theorem 1 [HSCC-2012] 
 

Consider the NCS  and suppose that the plant nonlinear control system P enjoys  

the following properties: 
 

1. There exists a -GAS Lyapunov function for , hence there exists 𝜆 ∈ ℝ+ s.t. for 
any x1,x2  X , and any u U 
 

𝜕V

𝜕x1
f x1, 𝑢 +

𝜕V

𝜕x2
f(x2, 𝑢)  -λV(x1,x2).  

 

2. There exists a K function 𝛾 such that 𝑉 𝑥, 𝑥′ ≤ 𝑉 𝑥, 𝑥′′ + 𝛾(∥ 𝑥′ − 𝑥′′ ∥) 

    for every 𝑥, 𝑥′, 𝑥′′ ∈ 𝑋. 
 

Then for any desired precision  > 0,  any sampling time τ > 0, and any state 
quantization 𝜇𝑥 > 0 such that 

 

𝜇𝑥   𝑚𝑖𝑛 𝛾−1  1 − 𝑒−𝜆𝜏 𝛼  , 𝛼 −1(𝛼  ), 𝜇 X  
 

systems T() and T*() are ε-alternating bisimilar 

Construction of symbolic models   Symbolic models for NCS 
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      Theorem [HSCC-2012] 

 For any -GAS nonlinear NCS  with 
compact state and input spaces, for 
any precision , there exists a 
symbolic transition system T*() that 
is an -alternating approximate 
bisimulation of  and that can be 
effectively computed  

  

  

Construction of symbolic models   Symbolic models 



Embedded Systems 2012/13 

[Zamani, Pola, Mazo, Tabuada, IEEE-TAC-12] 

 

A nonlinear control system dx/dt= f(x,u) is  

incrementally forward complete (-FC)  

if there exists a continuous function   

such that (s,.) is K for any real s and 
 

||x(t,y,u) - x(t,z,u)|| ≤ (||y - z||,t) 

 

 

 ≤ (||y - z||,t)  
z 

y 

x(.,z,u) 

x(.,y,u) 

  Incremental forward completeness 
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      Theorem [HSCC-2012] 

 For any -GAS nonlinear NCS  with 
compact state and input spaces and 
for any precision  there exists a 
symbolic transition system T*() that 
is an -alternating approximate 
bisimulation of  and that can be 
effectively computed 

  

 Theorem [IEEE-CDC-2012] 

 For any -FC nonlinear NCS  with 
compact state and input spaces, for 
any precision , there exists a 
symbolic transition system T*() that 
is an -alternating approximate 
simulation of  and that can be 
effectively computed 

 

Construction of symbolic models   Symbolic models 
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Class of specifications 
Non-deterministic finite automata on infinite strings 
Examples: 
 Language specifications (e.g. robot motion planning) 
 Synchronization specifications (e.g. starting from region A reach region 

B passing through region C in 1s) 
 Obstacle avoidance (e.g. starting from region A, reach region B in finite 

time, while avoiding region C) 
 Switching specifications (e.g. rotate clockwise in a certain region of the 

state space and rotate counter-clockwise in other regions of the state 
space) 

 … 

  Symbolic control design 

Embedded Systems 2012/13 
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Problem formulation: 
Given a NCS Σ, a specification LTS S and a desired precision  > 0, find a 
symbolic controller that implements S (up to precision ) robustly with 
respect to the non–idealities of the communication network and that is 
non-blocking when interacting with Σ 
 

≼ 
 

 
o1 o3 

o2 

q1 
q2 q3 

Specification LTS S 

Networked Control System Σ 

  Symbolic control design 
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Synthesis through a three-step process:  

1. Compute the symbolic model T*(Σ) of Σ  

2. Compute the approximate parallel composition C* =  T*(Σ) ||x S 

3. Compute the maximal robust non-blocking part Nb(C*) of C* 
 
  
 
 

Design of symbolic controllers   Symbolic control design 
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2. Compute the approximate parallel composition C* =  T*(Σ) ||x S 

3. Compute the maximal robust non-blocking part Nb(C*) of C* 

 

Drawback 

High computational complexity! 
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Efficient on-the-fly (off-line) algorithms that  

integrate the synthesis of  Nb(C*) with the  

construction of  T*(Σ) 
[Pola, Borri, Di Benedetto, IEEE-TAC-2012]  
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 Mathematical model of a rather general class of nonlinear NCS 

 Symbolic models for stable and unstable nonlinear NCS 

 Symbolic controllers for NCS to address a wide range of novel 
complex specifications 

 Efficient control algorithms 

Conclusions 
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How to capture interaction between the symbolic model and  
the symbolic controller? 
 

Approximate parallel composition 
 

Def [Tabuada, IEEE-TAC-2008] 
Given T1 = (Q1,L1, 1,O1,H1) and T2 = (Q2,L2, 2,O2,H2), with  
O1 = O2, and a precision θ > 0, the approximate composition of T1 and T2 is  
the system  
     T1 || T2 = (Q,L, ,O,H)   
where: 
 Q = {(q1, q2)Q1 x Q2: d(H1(q1),H2(q2)) ≤ θ} 
 L= L1 x L2   

 

 (q1,q2)  (q’1 , q’2 ), if q1 1 q’1 and q2 2 q’2  
 O = O1 

 

 H(q1,q2) = H1(q1) 

(l1,l2) l2 l1 

  Appendix (1/3) 
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How to deal with non-determinism of symbolic models? 
 

Robust symbolic controllers 
 

Def Given a LTS T = (𝑄s, 𝑄𝑠,0, 𝐿s, s, 𝑂𝑠, 𝐻𝑠), a symbolic controller     
 

                                   C = (𝑄𝑐, 𝑄𝑐,0, 𝐿𝑐, 𝑐,𝑂𝑐,𝐻𝑐)  
 

is said to be robust with respect to T with composition parameter θ > 0 if for  
any ls Ls  and for each pair of transitions  
 

                                     q𝑠 S q𝑠
′        and      q𝑠 S q𝑠

′′  
 

in T, with 𝑥𝑠
′ ≠ 𝑥𝑠

′′, the existence of a transition 
 

                                      (q𝑠, q𝑐)   (q𝑠
′ , q𝑐

′ )  
 

in T|| C for some q𝑐, q𝑐
′  implies the existence of a transition  

 

                                      (q𝑠, q𝑐)  
  
(q𝑠

′′, q𝑐
′′)  

 

in T || C for some q𝑐
′′ 

 
 

l𝑠 l𝑠 

(l𝑠 , l𝑐) 

(l𝑠 , l𝑐) 

  Appendix (2/3) 
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Theorem 2  [HSCC-2012] 

Suppose that the plant P in the NCS Σ is –GAS and satisfies the 
assumptions of Theorem 1. Then for any desired precision  > 0,  and any 
θ, 𝜇𝑥 > 0 such that  

𝜇𝑥   𝑚𝑖𝑛 𝛾−1  1 − 𝑒−𝜆𝜏 𝛼 θ , 𝛼 −1(𝛼 θ ), 𝜇 X  

                       𝜇𝑥+ θ   

 the symbolic controller C* solves the control problem 
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